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https://platform.ke-la.com/#/investigate/intelligence_reports/raw/122098b4fdfb25a7ce7d2287be7754f3
https://ke-la.com/ja/products/investigate/investigate-trial/
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Top ransomware and extortion attackers of Q1 2023

4.17%

5.07%
Black Basta B'ay 3.60%
7.09% Vice Society
Roval 3.49%
BianLian
9.12%
Alphv 3.38%

Medusa

2.48%
AvoslLocker
12.16%

Clop

30.07%
LockBit

LockBit, AL —3 3 v DOEMAEE

2022 4, HAROELETIX, RHIERITIFEH L CWDE 7V AT T J/L—7 LockBit DIEM) &
ot B¥E3IHOT—FEE LT HILITHRHILE L2, a5 T 2023 45 1 H. LockBit
DIREH TH D llockBitSupp| 73, VA N—JFT +—F A THRX L — 3 »OFEfMlzE —H A
FXLELE, ZLTEOHRBOH T LockBitSupp 1. R ZV—7DF L0 =7 213 E 50 Al HE
LRDEIBATITRNEFRLTWE L, £, RZAV—TDT7 Y LT « T X -
7 - H—EZX (RaaS) TT 74 VoA MIREFELTWE T AT T 4 DONR—Ta v
BoHh ., D5 HO12ME, LAEiConti DT Y AU T MHEH Lic Y — A a— K& ffi> T
LD DTHD EFP L TvE L7,

LockBit &5 e & ITRZEAIEMICL, FZNL ITRELHAECHLIFE ="FHLRETLHZLT
PERMM A S L COE LY, 2023 4E2 H 18 HICRAIZ A—7 3, [HEEO T R¥E L ZOFH
FaRELL] EERLTNWEA VU T PO ENITHEYET D 1 HITYE, £7220%D 3 HIZ
X, KV AN—EFX2 VT4 - AV TTANTIFx - X2 VT 4T (CISA) | KEHEA

2 Japanese police successful in decrypting data attacked by LockBit ransomware
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https://cybernews.com/news/japan-police-successful-decrypting-data-lockbit-ransomware/
https://platform.ke-la.com/#/investigate/intelligence_reports/raw/df1774497e95c58cea5af8b00d89eff7?query=lockbit&entity=text
https://ke-la.com/ja/products/investigate/investigate-trial/
https://ke-la.com/wp-content/uploads/2023/02/JA-_KELA-RESEARCH_THE-CYBERCRIME-INFERNO_2022.pdf
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5 #StopRansomware: LockBit 3.0

6 Clop ransomware claims it breached 130 orgs using GoAnywhere zero-day
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-075a
https://www.bleepingcomputer.com/news/security/clop-ransomware-claims-it-breached-130-orgs-using-goanywhere-zero-day/
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7 Royal Ransomware Targets Linux ESXi Servers
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https://www.fortinet.com/blog/threat-research/royal-ransomware-targets-linux-esxi-servers
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Top targeted sectors in Q1 2023 by ransomware and extortion actors
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Top targeted countries in Q1 2023 by ransomware and extortion actors
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8 |ON Cleared Derivatives Cyber Event

% Hackers who breached ION say ransom paid: company declines comment

10 cyberattack on food giant Dole, temporarily shuts down North American production

1 New ESXiArgs ransomware version prevents VMware ESXi recovery
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https://iongroup.com/press-release/markets/cleared-derivatives-cyber-event/
https://www.reuters.com/article/fintech-cyber-ion-idTRNIKBN2UD1TU
https://www.cbsnews.com/miami/news/cyberattack-on-food-giant-dole-temporarily-shuts-down-north-american-production/
https://www.bleepingcomputer.com/news/security/new-esxiargs-ransomware-version-prevents-vmware-esxi-recovery/
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12 CYBER SECURITY INCIDENTS FROM THE NUKIB'S PERSPECTIVE

13 Shining Light on Dark Power: Yet Another Ransomware Gang
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https://www.nukib.cz/download/publications_en/2023-01_EN.pdf
https://www.trellix.com/en-us/about/newsroom/stories/research/shining-light-on-dark-power.html
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14 Money Message/Money Encryptor Ransomware (xxyyzzr) Support Topic
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https://www.bleepingcomputer.com/forums/t/783781/money-messagemoney-encryptor-ransomware-xxyyzzr-support-topic/
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5 y.s. Department of Justice Disrupts Hive Ransomware Variant
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https://www.justice.gov/opa/pr/us-department-justice-disrupts-hive-ransomware-variant
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16 DOnut extortion group also targets victims with ransomware

KELA Research KELAY


https://www.bleepingcomputer.com/news/security/donut-extortion-group-also-targets-victims-with-ransomware/

C++ RANSOMWARE CODE GENERATED BY CHATGPT

by DELUXXEN - Thursday March 2,2023 at 10:36 AM

Hi, everyone! Now | want to share C++ ransomware code made by ChatGPT.

Below are some screenshots showing that ChatGPT wrote the code:
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Top targeted countries in Q1 2023 by IABs*

3.44% 3.44%
Germany
3.61% 3.28%
4.10% France
UK 3.11%
4.75% Australia
Spain —l

— 2

2.95%
4.92% Brazil
Canada
23.77%

us

Other

* where the country name was disclosed by the IAB

Top targeted sectors in Q1 2023 by IABs*

4.10%
Transport &
isti 3.93%
Te?ﬁZ\ﬁg Logls Government &
gy Public Sector
3.93%
7.05%
Cogoeaes e e
Construction
8.20% e 3.77%
Consumer & Education
Retail
3.11%
8.69% Financial
Manufacturing & Services

Industrial Products

13.77% 36.07%
Professional Other
Services

* where sector name was disclosed by the IAB

KELA Research KELAY



HEEB T X HH
BbLbEWNEEZAE L TV ERE

2023 4F 2 A, A ITEBT 7 #— [Putin2023] 23, A » FIZHLEZ & X ULk 820 Bk KV & h
THLZEEa e~y hOT 7 EAZRY LTS Z &R LE L7, Putin2023 DOFL
LD 2077 BAX VN ZEALELOTHY, 22—V —HERIM G ShiziiRice 7
AL TEDHEVWIZLETLE, ZOT7EAX 1 5 5000 Kk RALTRYHEINELER, £
[ A HICMlAE DS 1 TR RANEBIE TP ONE Lz, £ 0B TIE, BAZELSW WSS
IXPUtin2023 HE N Z DT 7 v RAZEMA L TCEEEa L Ju~) v hORy NT—ZIZRET V7
TATLEHWHEINTWELZ, ZELTEDH%D2 H23 H, B0V LK T LE L,

&b BB & Ro KMt T 7 B R

2023 £ 1 A, Fex13EBT 7 % — [Softlabgr] 73, I3f 8 (K K2 H T H8kinthoT /&
2R DHLTWDZ L 2R LE Lc, 2oy M URMRICIE, BEMER L 72 2 Saiattn
LA LT 5 KEOMIC, AFTaTHEREL TS Z ENEHSNTWE L, Softlabgr Dt
Ik DE, ZDOT 7 AL RDP & VPN, AnyDesk ZEH L=t DO TH Y, HHEE RN A5
ENTIHRICR T A TEDHELENH L TLE, ZDOT 7 AL 3Bitcoin (5 17K R/VHHY)
TRV HEATWE L7223, Softlabgr 23520 (I L72PGiIZ D7 7R 1 HFOHTH DT,
ZOECE HMEZOWTITEMORMDRH Y 7,

VMware ESXi 7 7 X ERFBTHHHIT 7 AT v —FH—

VMware fH8L ESXi ICTEET D MEIIHEA IR & L2 T v A =7 Fp U~ X— U 3584 LT- 2023
F2H, BxTBEBT 7 Z—DR T, VMware ftilth—_R—Z2 N L7127 7B RAEZAFTHZ LIC
OWTRELNEESTWND I EaMER LE Lz, HlIXZD2 A& T 7 % — Ibeffiezos] M

KELA Research KELAY



VMware #E8 vSphere h—/X—D SSH 7 7 A& 55 D H L7=EI21X,. < bZFDORBHFICT 7+
AEBE VRO EERELTHELREY,

Z DM VMware L5 vSphere D= IR —R > F TH D IvCenter] DT 7B A ZFio> T 5
EERT DEBT 7 X —, vCenter FEH L TRy NV —7 2RET L HIEICHOWTERM Lz
D, BIDOT 7 % —3 RDP X2 VMware ¥ ' > &L LD & T DRI~V VNCRIET 7 B AT 5 5k
BT 5708 A N—HLIREDN VMware +EERLL A (RET L2 LICHLER S TO DR
BlEEIhE LT,

FDOMDARERY—ECRAZERMTBHIAT /2R T r—T—

W7 7B AT a—0) =3k x Ll — e 2 RIELTEBY, *y NU—2r T 78RS
DARERY—EAZ ML THDHEBWETS, FlXIE, 2023 45 1 WIS B LI
BThy 7 512774 L7 Inixploiter) (X, 727 B ADOHEIMETF = v 7 T 58— X
EAL L CWE L7z, nixploiter IZXDEZDOY—ER%ZMHZ LT, ALY 7AW
TRV ICHSNZER TH D200, TiLE bl EIMMO T 7 2 =8 ERGE Lz Tl )
ThDONEHRN, FFHAEZRET 22N TEDL LV Z L TLE, nixploiter (IZDH—E
Aw MR CIREL TR Y, ZORDVICFEMEL LTEHOU + Ly MEMAERH L TWE L,

MSP R IT B Z1FRI LT 7 & —

2023 A5 1 DU, BT 7 2 —I1E5| & E MSP (v Rk —Y R —bE R 7o (&2 —) T
BEIZARETZ7EAL, ZO/3— b —RESCHEDREL CWE LY, BlxiE 2023414
12 H, Fx 3BT 7 % — [570RM] 23, BEEDONN I T v T 77 A NVERGETDHZ T TR

7'VMware t=0 vSphere (%27 77 Ra L B a—TF 4 VIV AT A EEET BB T T v F 7 4 —2THh
D, R~ OEBIER S TVWETT, vCenter [ vSphere D 2 I R—3R 2 R TH Y . D ESXi R
A N EHETAMAER Y —/L T, FEMIC-OVWTIX VMware vSphere vs. vCenter vs. ESXi — Differences,
Benefits, and More & Z& < 72 &V,

18 it 2022 457 = 2 T LA— b

Vitt 7 m /— Ao D MSP : BT 7 X —D—fA 5 (£5) RN

KELA Research KELAY


https://www.parkplacetechnologies.com/blog/vmware-vsphere-vs-vcenter-vs-esxi/
https://www.parkplacetechnologies.com/blog/vmware-vsphere-vs-vcenter-vs-esxi/
https://ke-la.com/wp-content/uploads/2023/02/JA-_KELA-RESEARCH_THE-CYBERCRIME-INFERNO_2022.pdf
https://ke-la.com/ja/attacks-on-msps-how-threat-actors-kill-two-birds-and-more-with-one-stone/

YP—EAREDOT V7 ERAZFVHL TS EE2MRLE LN, ZOEY M LERIZIZTZO
IT BEDOHRET ., TOBFICHET LR (—MHaimE LIERERRL) 2Lz ) —
Yvay bbEHINTWELE, 207 78R EIA—7 v a UEATEY HEhvE L,
2023 - 1 H 12 AfTOEFICTRE SN2 EH# 5. 1,500 Kk RV THENCHEL Sz 2 & 23
L CWET,

KELA Research KELAY



v

#Hj 0)5)51@%‘9: L CIEE S 5 Bk
~DTE

il

WEEEORIC, A N ROTa AT MIBEMIC IV EEIC, £ L TE BRI/
EFlLl, = H 7007 IIN—TRT =L V=7 T N—TL, ZOxav AT LEFHL
THEOHREZTER L TWET, FMEHICE-THE, 2OV AT LAOEBNT THELE
TTL2ZENINETEIVBELICRSTEBY, FHIT7 ¥ —r I FTREVHEIATWDS
Xy MU= T 7 RAPEDBIZE > T TRIAHREK (FH)) | OBEERY =R (ThoTWH L
VBT L TWET,

RO R v MU —Z BIENCHESE SN D BN A N—JLIEE O — B 24T TodlTid, BER
TR VT AN LEL R ES, TO—BRELT, EX 2 VT A BEDOEHN/NAT — R
ZEFRFE, OV 7 NUZT | T35 AXY—U4—NVEZEATLHZ L, £ LTHAS—J15E
Fa EMEICHET 52 e ROBNET,

F7o. BT 7 X —OIREN B L TR OB O 21T < 72DIZid, A N—JUFRE A
TV AERRATHZENEERD ET, ZHNIZOWTIE, BT 77— 0% A N—405k
V—AHREH LT, UTFTOREZHEMEI LI ENEGENFE T,

® TUHE—=7T7 7 FTRERAIN TV DL U IREE

© BETI7HA—=MEALTWAE~ LTSNy F o 7Y —)LOfE, BHL T\
ffag5

® BT 7 Z—ERE LT 53R

© [ZEMEDOT X v 7 Vh—7 = ADOFE IR

SHIZ, AU T4 ETHESFLHECOWTRHRAIC P L —=20 72179 ZE bEETT,
BUEEBN, A T4 OFEICETR ) A7 L 2ORMEFELZ R L TR LERH Y £77,

KELA Research KELAY



Flo, WEPBAE LTGE OEE (EEBSBE~OEAR EIHFREEICET 25 e, FHH
LEEDO RS F 72 &) ZREL TR ZEHEETT,

FROT7T Fu—FEREHATAZ LT, Mk U TR AREAFEBR L, BLECHL-EX 2
UT 4 BIEEZREL, A NRN—JUREDO—HBRLEIT T ENAEEL R £77,

YA N—PREEZ Y — T 572012 KELA DY —E R &2 SFERWEZITET,

KELA Research KELAY


https://ke-la.com/ja/products/investigate/investigate-trial/
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